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Abstract. Deceptive evidence detection is an important issue in the the-
ory of belief functions, which can be used to solve the problem of conflicts
among evidence and to assess the credibility of evidence sources. In this
paper, we first define strong and weak deceptive evidence. Then, we pro-
pose a deceptive evidence detection approach that directly investigates
the process of Dempster’s combination rule and decision-making based
on the pignistic transformation. It can distinguish between strong and
weak deceptive evidence and assess the importance of each piece of evi-
dence. Several numerical examples are used to illustrate the effectiveness
and efficiency of our proposed approach.
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1 Introduction

Dempster-Shafer theory (DST) [2,11], also known as theory of belief functions
or theory of evidence, is a mathematical framework designed for combining and
reasoning with uncertain information from multiple sources and has been applied
in various fields, such as classification [3,4,20,21] and fault diagnosis [16,17].

In DST, combining evidence from different sources is a key issue, which pro-
vides the basis for subsequent reasoning. There are several available combination
methods, among which Dempster’s combination rule (DCR) is a fundamental one
[2]. However, when confronted with high-conflicting evidence, using DCR may
yield counter-intuitive fusion results, partly because it allocates conflicts totally
to the empty set, and partly because of the unreliability of evidence sources. To
address this issue, many previous works have been presented. The first strategy
attempts to modify and improve the evidence combination rules by reallocating
the conflict [5,7,13,18], while the second one focuses on evaluating the reliability
of pieces of evidence and discounting them before the combination process [8,19].

Rather than considering all evidence as in the approaches described above,
recent studies have started to investigate whether a piece of evidence should be
discarded in the fusion process [6]: if a piece of evidence is determined as decep-
tive, then it should not be combined. In reality, deceptive evidence can arise for a
variety of reasons, which may be deliberate deception (e.g., from human sources)
or natural causes (e.g., failure of sensors). It will be dangerous if we trust any
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conclusion derived from the combination of different pieces of evidence without
knowing if there are deceptive ones. Therefore, detecting deceptive evidence is
crucial, not only to address the problem of conflict among evidence but also to
assess the credibility of evidence sources.

As simple and obvious deceptive evidence, the “negation or the complement
of true evidence” has been presented and investigated by several researchers
[9,15]. However, in real-world applications, deceptive evidence is more compli-
cated than negation. For this issue, Schubert proposed to detect deceptions using
the falsity degree of each piece of evidence based on conflict and entropy, as well
as their combination [10]. Schubert’s approach is limited to considering only the
interaction between each piece of evidence and the remaining evidence. Subse-
quently, Zhou et al. [22] introduced a deception detection method by calculating
the Shapley value of each piece of evidence based on the distances between each
pair of two subsets of evidence. Cui et al. [1] proposed a method of belief grav-
itational clustering for this problem, using a similarity measure based on the
entropy of evidence and the conflict coefficient between two pieces of evidence.
A notable limitation of these methods is their inability to connect the criteria
for assessing evidence credibility with Dempster’s combination rule.

Recently, Kang and Zhao [6] provided the definition of deceptive evidence
and proposed to detect deceptive evidence using reinforcement learning with off-
policy Q-learning: rewarding the reduction of uncertainty and the production
of reasonable decisions. This approach does not assess the credibility of the
evidence, nor does it distinguish between strong deceptive evidence (which can
alter the decision) and weak deceptive evidence (which does not change the
decision but increases the uncertainty of the decision). In addition, it may be
ineffective in identifying deceptive evidence that is difficult to detect.

Considering all the issues mentioned above, we propose a new approach based
on Shapley values associated with the uncertainty of combined results for decep-
tive evidence detection, which is designed for the following objectives:

1. to directly investigate the process of Dempster’s combination rule and decision-

making based on the pignistic transformation;

to distinguish between strong and weak deceptive evidence;

3. to provide an importance assessment for each piece of evidence, which can
be further used to conduct a weighted averaging of credible evidence.

N

The rest of this paper is structured as follows. Section 2 briefly reviews DST and
Shapley value. Our proposed method is presented in Section 3 and tested with
several examples in Section 4. Finally, a conclusion is drawn in Section 5.

2 Preliminaries

2.1 Theory of belief functions

Let Q@ = {w1,...,wk}, K > 2, be the frame of discernment. Given a piece of
evidence, the information is represented by a mass function, which is a mapping
m : 2 — [0, 1], such that m(0) = 0 and Yacam(A) =1
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For any subset A C €2, the uncertainty of the proposition that the true state
lies in A can be quantified by the degrees of belief Bel(A) and plausibility Pl(A):

Bel(A) = Y m(B) and PI(A) = Y m(B). (1)

BCA BNA#D

Bel(A) and PI(A) measure the support (belief) and compatibility (plausibility),
respectively, associated with the proposition that the truth lies in A.

Given two independent mass functions m and ms defined on the same prob-
lem, they can be combined via Dempster’s combination rule (DCR) [2]:

m(A) = (my & ms)(A) = ﬁ Y m(Bma(C), vAC®Q, (2
BNC=A

where K is the degree of conflict between the two mass functions, defined as:

K= > mi(B)ma(C). (3)

BNC=0

Dempster’s combination rule is also called the orthogonal sum of m; and mo,
and requires that the mass functions to be combined are independent and their
conflict is smaller than one. This operation is commutative and associative, which
makes it possible to sequentially combine a series of evidence in any order.

The combined mass function m can be transformed into a probability distri-
bution through the pignistic transformation [14]:

A
BetP(wg, m) = Z n|lz(4|), Vwy € £, (4)
ACQwreA

in which the mass of focal sets is equally assigned to their elements. Then, the
state of nature that maximizes the pignistic probability is taken as the decision.

2.2 Shapley values

The Shapley value is a concept from cooperative game theory, which offers a
fair way to distribute the total gains to the players based on their individual
contributions to the collective outcome of a coalitional game [12]. Formally, a
coalitional game is defined as (N,v) where N is a set of n players and payoff
function v : 2N — R maps the subsets of players (coalitions) to a real number.
The Shapley value (marginal contribution) of player i is defined as:

o= Y BB 60 ) - (o). )

SCEN\{i}



4 H. Zhang

3 SHADED: SHApley value-based Deceptive Evidence
Detection

3.1 Definition of deceptive evidence

Following the definition of deceptive evidence in [6], we refine it into strong
deceptive evidence and weak deceptive evidence. This refinement allows us to
better understand deceptive evidence, as well as to better manage them.

Definition 1 (Strong deceptive evidence). For a given set of credible evi-
dence and a certain fusion system (i.e., Dempster’s combination rule ), strong
deceptive evidence is a piece of or a group of evidence that can alter the decision.

Definition 2 (Weak deceptive evidence). For a given set of credible ev-
idence and a certain fusion system (i.e., Dempster’s combination rule), weak
deceptive evidence is a piece of or a group of evidence that can not alter the
decision but can increase the uncertainty associated with the decision.

In the next section, we will delve into a Shapley value-based approach de-
signed to identify deceptive evidence, as well as to distinguish between strong
and weak deceptive evidence based on the above definitions.

3.2 Detection of deceptive evidence

In this paper, for a given collection of n mass functions M = {m1,m2,...,m,},
we consider that the combined decision is the state of nature with the highest
pignistic probability associated with the combined mass function via DCR:

cd = argmax BetP(w, & [m]). (6)
wenN i=1
However, the combined decision may be unreasonable because of the conflict
in evidence. Therefore, the first step of our method is to determine the reason-
able decision by conflict resolution. We apply Murphy’s approach [8], which can
maintain the majority opinion, and attain the convergence of the certainty on
the decision. It combines the n identical averaged mass functions using DCR:

n 1 n
d= BetP h =— i 7
rd = argmax Be (w,iejl[m]), where m = — ;m (7)

The second step is to calculate the Shapley value of each mass function. For
a coalition (set) of mass functions S, the payoff function v is defined as the
pignistic probability associated with the reasonable decision. Thus the Shapley
value of the mass function m;,7 =1,...,n, can be calculated by

| _ _ |
o= 3 B SI=D Y ppa @ (my]) - BetPrd, © [my))],
n! m;€S’ m;€S
SCM\{m;} ’ !
(8)
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where S' = S'U {m;}. Moreover, we set BetP(rd,)) = 1/K with K the number
of states of nature, thus g = 1/K. Here, ¢ represents the utility (payoff) of
the evidence combination (coalitional game) when there is no evidence provided
or only a piece of vacuous evidence is provided, which is equivalent to the case
of making a decision with total ignorance.

Based on the above setting and the properties of Shapley value, we can
distinctly draw the following propositions:

1. efficiency: the pignistic probability associated with the combined mass func-
tion and the reasonable decision is equal to the sum of the Shapley values of
n
the given mass functions, i.e., BetP(rd, & [m;]) = > 1, ¢i;
i=1
2. symmetry: two identical mass functions have the same Shapley value, i.e., if
m,; = my, then ¢; = @;;
3. dummy: the Shapley value of a vacuous mass function is zero because it

brings no contribution to any coalition in the evidence combination process,
ie., if m;(Q) =1, then ¢; = 0.

The third step involves determining the nature of each piece of evidence.
The set of credible evidence (having positive or zero contributions to the reason-
able decision), denoted as CFE, includes all evidence with non-negative Shapley
values: CE = {m; | ¢; > 0,m; € M}. Consequently, the set of deceptive evi-
dence (DE) comprises all evidence having negative contributions (with negative
Shapley values) to the reasonable decision, i.e., DE = M \ CE. Next, we dif-
ferentiate between strong and weak deceptive evidence. If the decision derived
from combining all evidence matches the reasonable decision, it implies the ab-
sence of strong deceptive evidence (SDE), rendering all deceptive evidence as
weak (WDFE), i.e., WDE = DE and SDFE = (). Otherwise, there must be strong
deceptive evidence and it necessitates examining all subsets of DE by combin-
ing them with CE to determine the piece of or the group of strong deceptive
evidence. In this case, WDE = DE \ SDE.

The Alg. 1 summarises the three steps described above!. The Shapley values
of the credible evidence can be used to calculate the weights for credible evidence:

Pj
wWj = ——=——, Ym; € CE. (9)
Pi

’rni;CE
Then, the final fusion result is

|CE|
p(wy) = BetP(wy, @ [m]), where m = Z Wi X mg. (10)
=1

= m;€CE

4 Experiments

In this section, we provide several numerical examples to illustrate the effective-
ness and efficiency of our proposed deceptive evidence detection method.

! Our code is available on GitHub: https://github.com/Haifei-ZHANG /shaded.
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Algorithm 1: SHApley value-based Deceptive Evidence Detection

Input: A set of n mass functions M = {mu,...,my}
Output: Set of credible evidence, strong and weak evidence
Calculate the combined decision cd via Eq. (6)
Calculate the reasonable decision rd via Eq. (7)
fori=1,...,ndo

L Calculate Shapley value p; via Eq. (8)

CE = {mZ | @i > 0,m; € M} // set of credible evidence
DE =M\ CE // set of deceptive evidence
if cd = rd then
WDE = DE // set of weak deceptive evidence
SDE = 0. // set of strong deceptive evidence
else
SDE = {}
for all S C DE do

S'=CEUS

if rd # arg max BetP(w, & [m,]) then

m;eSs’

© 00 N O N W N

e =
R W NN = O

[y
w

L SDE = SDEU S

[un
(=]

| WDE =DE \ SDE
Return (CFE, SDE, WDE)

=
~

4.1 Effectiveness comparison

The first example is drawn from the article of Cui et al. [1] for the fault diagnosis.
Five sensors can provide evidence about three kinds of fault 2 = {w;, wa,ws}.
The set of mass functions and their Shapley values are listed in Table 1.

Table 1. Mass functions and Shapley values of the first example.

m(fwr}) m(fwa}) m(fws}) m(fwr,ws}) i
m 0.41 0.29 0.30 0.00 0.014
ma 0.00 0.90 0.10 0.00 -0.743
ms 0.58 0.07 0.00 0.35 0.135
ma 0.55 0.10 0.00 0.35 0.126
ms 0.60 0.10 0.00 0.30 0.136

For the first example, the pignistic transformation from the result of Demp-
ster’s combination rule finds the combined decision is w3, while the reasonable
decision is wy, which means there must be strong deceptive evidence. According
to the calculated Shapley values, we can determine that msy is strong decep-
tive evidence, which is the same as the detection made by the method of Cui
et al. After deleting deceptive evidence and re-conducting combination, we find
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in Table 2 that our approach can reach a higher pignistic probability for the
reasonable decision w; than other methods, i.e., the decision is more certain.

Table 2. Fusion results of different methods for the first example.

Method p(w) p(w2) p(ws) Reasonable
Consider all DCR [2] 0.0000 0.1422 0.8578 No
mass functions Murphy [8] 0.9636 0.0210 0.0154 Yes
Cuietal [1] 09684  0.0007  0.0309 Yes
Delete m2
Ours 0.9893 0.0001 0.0106 Yes

The second example is used to compare with the reinforcement learning
method [6]. The set of mass functions and their Shapley values are listed in
Table 3.

Table 3. Mass functions and Shapley values of the second example.

m({wi}) m({w2}) m({ws}) m(§2) Pi
mi 0.30 0.60 0.00 0.10 -0.023
moa 0.70 0.00 0.00 0.30 0.206
ms 0.65 0.15 0.00 0.20 0.170
ma 0.75 0.00 0.05 0.20 0.238
ms 0.05 0.45 0.50 0.00 -0.368
me 0.05 0.50 0.45 0.00 -0.376

For the second example, the decision derived by Dempster’s combination
rule and the pignistic transformation is wo, while the reasonable decision is w;.
According to the obtained Shapley values, our method can detect that m; is
a piece of weak deceptive evidence (it can not flip the decision but reduce the
certainty of the decision) and {ms, mg} are strong deceptive evidence. However,
Kang and Zhao’s method failed to detect m; as a piece of deceptive evidence.
Table 4 shows that our approach can make a reasonable decision more certain.

Table 4. Fusion results of different methods for the second example.

Method p(w1) p(w2) p(ws)  Reasonable
Consider all DCR [2] 0.1814  0.7428 0.0758 No
mass functions Murphy [8] 0.8230 0.1555 0.0215 Yes
Delete {ms, m6} Kang et Zhao [6] 0.9566 0.0413  0.0021 Yes
Delete {m1,ms,m6} | Ours 0.9762 0.0147 0.0091 Yes
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4.2 Efficiency comparison

In this experiment, we compared our method with Kang and Zhao’s method
in terms of computational efficiency. For Kang and Zhao’s method, the default
parameter setting in [6] was used. The experiments were conducted on a Win-
dows 11 system, powered by an Intel i5-12450H CPU. All used mass functions, of
which there are two pieces of deceptive evidence, are defined on Q = {wy, w2, w3}
with one to four focal sets. Fig. 1 shows that our method is much more efficient,
regardless of the number of mass functions.

3004~ Kang's method 312.568
@ === Our method
S
o
8200
[
£
=
2 100 |
g ——~778.287
K] -
© 0.245 . -
e —-
%1 0.001 0.064 1783

number of mass functions

Fig. 1. Time required to detect deception as a function of the number of mass functions.

5 Conclusion

In this paper, we have defined strong and weak deceptive evidence in the informa-
tion fusion of belief functions and proposed a new Shapley value-based deceptive
evidence detection method, which provides more insights directly linked with the
combination rule and the decision-making strategy. This method can distinguish
between strong and weak deceptive evidence and assess the credibility of the evi-
dence, which can be further used to conduct a weighted averaging process. Some
numerical examples have demonstrated that our method is outperforming state-
of-the-art methods in terms of detection effectiveness and efficiency.

In future works, we intend to optimize the efficiency of the proposed algo-
rithm (especially with larger frames of discernment and a larger number of mass
functions) and apply it in real-world applications. Moreover, the determination
of the reasonable decision for a given set of mass functions is also an interesting
open issue to investigate.
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